Help & Advice Services

At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What parents need to know about

- INSTAGRAM

’
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HOOKED ON SCROLLING

Many social media platforms, Instagram included, have been
designed in a way to keep us engaged on them for as long as
possible. Behavioural economist, Nir Eyal, calls this the‘Hook

Model’and the Instagram feed is a great example of this.

Children and adults may find themselves scrolling to try and
may become addictive and

get a‘dopamine release’ Scre
it can be difficult to stop until children find that‘something’
they are looking for, quickly losing track of time as they get
deeper into their Instagram feed.

=28 SLIDINGINTODMS (4

Direct messages (or DMs) on Instagram allow users to share
posts, images, videos, voice messages and calls between
each other privately (or in a private group). Even if your
child’s account is set to private, anybody has the option to
message them and send them content. If the person is not
on your child's friends list, the message will still be sent to
their inbox but the user has to accept their request to see
the message.

L8 INFLUENCER CULTURE £"'3%

Influencers are sometimes paid thousands of pounds to
promote a product, service, app and much more on social
media. When celebrities or influencers post such an advert,
they should add a disclaimer somewhere in the post which
states that they have been paid for it. Commonly, this is

well-hidden in the hashtags or in the comments of their post,
making it unclear that their photo/video is actually an advert.

This can be very misleading to young people who may be
influenced into buying/wanting something promoted by
somebody they admire, creating a false sense of reality and
potentially affecting their mental health and wellbeing.

what Instagram is about.

S IMPACT ON WELLBEING

worst for young people’s mental health. Using filters on
photos on Instagram can set unrealistic expectations
and create feelings of inadequacy. Children may strive
for more 'likes' by using realistically edited photos.
Judging themselves against other users on the app
ht threaten their confidence or self-worth. In early
2019, Instagram banned images of self-harm and
suicide, following the suicide of 14-year-old Molly
Russell, who hac?reportedly been looking at such
material on the platform. They since extended the ban
to include drawings, cartoons and memes.

(17 LIVE STREAMING
TO STRANGERS

Live streaming on Instagram allows users to connect with
friends and followers in real-time and comment on videos
during broadcast. If your child's account ivate, only their
approved followers can see their story. It's important to note
they may have accepted a friend request from someone they
don’t know, which means they could be live streaming to
strangers. Children also risk sharing content they later regret,
which could be re-shared online for years to come. Public
accounts allow anybody to view, so we suggest your child
blocks followers they don't know. In early 2019, data gathered
by the NSPCC found that sex offenders were grooming children
on Instagram more than on any other online platform.

" IN-APPPAYMENTS [ 5

Instagram allows payments for products directly through
the app. It operates under the same rules as Facebook
Payments, which state that if you are under the age of 18,
you can only use this feature with the involvement of a
parent or guardian.

In a report by the RSPH, Instagram was ranked the O

Anyone over the age
of 13 can create
an account

Instagram is a hugely popular social networking app with over 1 billion users worldwide. The app, which is
accessible on iOS and Android devices, allows users to upload images and videos to their feed, create interactive
‘stories; exchange private messages or search, explore and follow other accounts they like. Images and videos can
be transformed with an array of filters to edit the shot before sharing and anyone with an account can see others’
online‘galleries’ if their account is not private. To make posts easier to find, users can include searchable hashtags
and captions to their uploads. That’s why we’ve created this guide to help parents and carers understand exactly

Public locations can be added to a user’s photos/videos
and also to their stories. While this may seem like a good
idea at the time, it can expose the location of your child.
This is particularly more of a risk if it is on their story, as it

e. A photo which includes landmarks in the area,
hool uniform, street name, house and even
tagging in the location of the photo uploaded to
Instagram can expose the child’s location, making it easy
to locate them. If their account is public, anyone can
access their account and see their location.

w
S HUACKED HASHTAGS M

Hashtags are an integral part of how Instagram works, but
they can come with risks. One person may use a seemingly
innocent hashtag with one particular thing in mind, and
before you know it hundreds of people could be using the
same hashtag for something inappropriate or dangerous
that your child shouldn’t be exposed to.

8 o 3

Instagram TV (IGTV) works similar to YouTube. Users can
watch videos from favourite accounts on the platform or
create their own channel and post their own videos. It’s
important to note anyone can create an Instagram TV
channel and doesn't have to be friends with a person to
follow an account and watch their videos. In 2018
Instagram apologised and removed some of its TV content
which featured sexually suggestive imagery of children. As
the feature may encourage spending more time using the
app, it's important to set time to avoid children's sleep
or education being disturbed.

o ol Top Tips for Parents & Carers < o

RESTRICT DIRECT MESSAGES

If your child receives a message from somebody they do not
know, encourage them not to accept their message request
and ‘block’ this person; this is the only way to stop them
messaging your child again. Children can also ‘tap and hold’
the vidual message to report it directly to Instagram as
well as reporting the account itself.

LOOKOUT FOR#ADS

In 2019, the UK’s Competition and Markets Authority
launched an investigation into celebrities who were posting
adverts on social media and not declaring that they were
paid for. Influencers must clearly state that they have been
paid for their posts, for example using a hashtag like #ad or
#sponsored. Teach your child to look out for the signs of a
paid post/advert and discuss with them that not everything
they see from celebrities is their personal choice and
opinion.

MANAGE NEGATIVE INTERACTIONS

If your child is receiving unwanted or negative comments,
they can block that account so that they can't interact with
them. This stops them seeing and commenting on their
posts, stories and live broadcasts. In addition, your child can
instantly delete unwanted comments from their posts, turn
them off completely and control who can tag and mention
them in comments, captions or stories, from everyone, only
people they follow, or no one at all.

MANAGE DIGITALWELLBEING

Instagram now has an in-built activity dashboard that allows
users to monitor and control how much time they spend on
the app. Users can add a‘daily reminder’ to set a limit on how
much time they want to spend on Instagram, prompting
them to consider if its been too long. In addition, once users
have caught up with all the previous posts since they last
logged on, they'll receive a ‘You've completely caught up’
message. Both features can help you have a conversation
with your child about how much time they are spending on
the app and to set healthy time limits.

PROTECT PERSONAL INFORMATION

Your child may unknowingly give away personal
information on their profile or in their live streams. Talk to
them about what their personal information is and make
sure that they do not disclose anything, including their
location, to anyone during a livestream, comment, direct
message or any other tool for communication on the
platform, even to their friends.

USE A PRIVATE ACCOUNT

By default, any image or video your child uploads to
Instagram is visible to anyone. A private account means that
you have to approve a request if somebody wants to follow

you and onle{ people you approve will see your posts and
videos. Children should also use a secure password and
enable a two-factor authentication to add an extra layer of
security to their account.

FILTER INAPPROPRIATE COMMENTS

Instagram has an ‘anti-bullying’ filter, which hides comments
relating to a person’s appearance or character, as well as
threats to a person’s wellbeing or health. The filter will also
alert Instagram to repeated problems so that they can take
action against the user if necessary. This is an automatic filter,
which should always be enabledxchildren can also report
abusive behaviour or inappropriate/offensive material
directly to Instagram from the app. This includes posts,
comments and accounts.

TURN OFF SHARING

Even though this feature will not stop people from taking
screenshots, it will stop others being able to directly share
photos and videos from a story as a message to another
user. This feature can be turned off in the settings. We also
recommend turning off the feature which automatically
shares photos and videos from a story to a Facebook
account.

REMOVE PAYMENT METHODS

If you are happy for your child to have a card associated
with their Instagram account, we suﬁgest adding a PIN
which needs to be entered before making a payment; this
will also help prevent unauthorised purchases. This can be
added in the payment settings tab.

. DON'T FORGET TO BE VIGILANT & T)

KTO
UR CHILD ABOUT THEIR ONLINE ACTIVITIES!

@

Meet our expert

Parven Kaur is a social media expert and
digital media consultant who is passionate
about improving digital literacy for parents
and children. She has extensive experience of
working in the social media arena and is the

*NEW FOR 2020* INSTAGRAM REELS

Instagram Reels is the latest update from Instagram that
gives users the ability to record and edit 15-second multi-clip
videos with audio, effects, and new creative tools. It is the
apps answer to TikTok and can be accessed via the Stories

founder of Kids N Clicks, a web resource feature. Reels can be shared with friends and famil
helping parents and children thrive in a digital however, if your child has a public account, it could be shared
world. wider via ‘Explore’ and viewed by millions of strangers online.

National

Online

Safety’
#WakeUpWednesday

SOURCES:
https://about.instagram.com/about-us | https://about.instagram.com/community/safety | https://www.bbe.co.uk/news/uk-47410520

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - /NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 19.08.2020
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Help & Advice Services

At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one app of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for aduits.

snapchat is a photo- andjvideo-sharing app which alsolallows users to chat with friends via text/or'audio.
Users can share imagesland videos with specific friends, orthrough a ‘story’ (documenting the previous
24 hours) visible to theirentire friend list. Snapchat usagejrose during the pandemic, with many young
people utilising it tolconnect with their peers. The app continues to develop features to engage an even

larger audiencegand emulate current trends, rivallingiplatforms such as TikTok and Instagram. -

\Y coNNECTING -
| WITH STRANGERS P} ®

Even if your child only connects on
the app with people they know, they
may still receive friend requests from
strangers. Snapchat’s links with apps
such as Wink and Huo’) have
increased this possibility. Accepting
a request means that children are
then disclosing personal information
through the Story, SnapMap and
Spotlight features. This could allow
predators to gain their trust for
sinister purposes.

EXCESSINE USE

There are many features that
are attractive to users and

keep them excited about the
app. Snap streaks encourage
users to send snaps daily,
Spotlight Challenges give

users to the chance to obtain
money and online fame, and the
Spotlight feature’s scroll of
videos makes it easy for children
to spend hours watching content.

lNAPPROIilATE CONTENT

Some videos and posts on Snapchat

are not suitable for children. The

hashtags used to group content are

determined by the poster, so an

innocent search term could still yield

age-inappropriate results. The app’s 4

Discover function lets users swipe

through snippets of news stories ‘Q
( and trendin? articles that often I'o

include adult content. There . \

is currently no way to turn

off this feu);:ure. 4 '@;'

~

TURN OFF QUICK ADD

The Quick Add function helps people

find each other on the app. This

function works based on mutual

friends or whether someone’s number

is inJour child’s contacts list. Explain to your
child that this feature could potentially make
their profile visible to strangers. We recommend
that your child turns off Quick Add, which can be
done in the settings (accessed via the cog icon).

CHAT ABOUT CONTENT

Talk to your child about what is and

isn't wise to share on Snapchat (e.g. 2
don’t post explicit images or videos, or T~
display identifiable details like their school
uniform). Remind them that once something is
online, the creator loses control over where it
might end up - and who with. Additionally,
Snapchat’s S?o ht’ feature has a #challenge
like TikTok’s: it's vital that your child
understands the potentially harmful
consequences of taking part in these challenges.

Meet Our Expert

Snapchat has recently announced that it
s rolling out ety feature: users
will receive notifications reminding them of the
mportance of maintaining connections with people
they actually know well, as opposed to strangers.
This ‘Friend Check Up’ encourages users to delete
connections with users they rarely communicate
with, to maintain their online safety and privacy.

KEEP ACCOUNTS PRIVATE

Profiles are private by default, but children may

make them public to gain more followers. Your

child can send Snaps directly to friends, but Stories
are visible to everyone they have added, unless they
change the settings. If they use SnapMaps, their
location is visible unless ‘Ghost Mode’ is enabled (again
via settlng ). It's prudent to emphasise the importance
of not adding people they don‘t know in real life. This is
particularly important with the addition of My Places,
which allows other Snapchatters to see the places your
child regularly visits and checks in: strangers, bullies

SEXTING

Sexting continues to be a risk
associated with Snapchat. The app’s
‘disappearing messages’ feature
makes it easy for young people (teens
in particular) to share explicit images
on impulse. While these pictures do
disappear - and the sender is notified

| if it has been screenshotted first -

: users have found alternative methods
to save images, such as taking
pictures with a separate device.

' DAMAGE TO CONFIDENCE

Snapchat's filters and lenses {
are a popular way for users to
enhance their ‘selfie game’. +
Although many are designed ‘
entertain or amuse, the ‘beauti
filters on photos can set unrealistic
body image expectations and create
feelings of inadequacy. Comparing
themselves unfavourably against
other Snapchat users could
threaten a child’s confidence
or sense of self-worth.

SR

VISIBLE LOCATION

My Places lets users check in
and search for popular spots
nearby - such as restaurants,
parks or shopping centres -
and recommend them to their
friends. The potential issue with
a young person consistently
checking into locations on
Snapchat is that it allows other users
in their friends list (even people they
have only ever met online) to see
where they currently are and where
they regularly go.

3

It may feel like an awkward conversation

(and one that young people can be reluctant
to have) but it is important to talk openly and
non-judgementally about sexting. Discuss the
legal implications of sending, receiving or
sharing explicit images, as well as the possible
emotional impact. Emphasise that your child
should never feel pressured into sexting - and
that if ther receive unwanted explicit images,
they should tell a trusted adult straight away.

BE READY TO BLOCK AND REPORT

Ifa strunger does connect with your
child on Snapchat and begins to make
them feel uncomfortable through
bullying, pressure to send explici
images or by sending exp
to them, Kour child can sel
dots on that person’s profile and choose
report or block. There are options to state why
they are reporting that user (annoying or
icious spam, or masquerading as

and groomers could use this information to in
conversation and arrange to meet in person.

g94a9

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying
and cyber safety policies for schools. She has written various
academic papers and carried out research for the Australian
government comparing internet use and sexting behaviour of

young people in the UK, USA and Australia.

n g
someone else, for example).

National

Online

Safety’
H#WakeUpWednesday

Sources:Status of Mind: Social media andyoung people's mental heaith  Life n Lies - Chiirer

nmissioners Report | https//supportsnapchatcomyen-US https//netsanitynet/snapehd
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TikTok is a video-sharing social media app which lets people create, view and download looping 15-second clips.
Typically, these are videos of users lip-syncing and dancing to popular songs or soundbites (often for comic purposes)
enhanced with filters, effects and text. Designed with young people in mind, TikTok skyrocketed in popularity in 2019 an:

has featured near the top of download charts ever since. It now has around a billion users worldwide.

E-INAPPROPRIATE CONTENT

Most videos appearing on a child’s

feed are light-hearted and amusing.
However, some clips have been
reported for featuring drug and alcohol
abuse, themes of suicide and
self-harm, or young teens actin

a sexually suggestive way. The sheer
volume of uploads is impossible to
moderate entirel since TikTok Jump’s
introduction in mid-2021, users can view
third-party content outside the app.

EXPLICIT SONGS

TikTok primarily revolves around videos

of users lip-syncing and dancing to music.
Inevitably, some featured songs will contain
explicit or suggestive lyrics. Given the uﬁ:&)'s
young user-base, there is a risk that children
may view older users’ videos and then be
inclined to imitate any explicit language or
suggestive actions.

TIKTOK FAME

The up? has created its own

celebrities: Charli D'’Amelio and Lil

Nas X, for example, were catapulted

to fame by exposure on TikTok —

leading to many more teens attempting

to go viral and become “TikTok famous™.
While most aspiring stars hoping to be ‘the
next big thing” will find it difficult, setbacks
may in'turn prompt them to go to even more
drastic lengths to get noticed.

TALK ABOUT ONLI/NE CON

Assuming your child is above TikTok’s S
age limit, talk to them about what ~ -
they’ve viewed on the app. Ask their opinion
on what’s appropriate and what isn’t. Explain
why they shouldn’t give out personal details
or upload videos which reveal information

like their school or home address. In the long
run, teaching them to think critically about
what they see on TikTok could help them to
become social-media savvy.

ENABLE FAMILY PAIRING

‘Family Pairing’ lets parents and carers link their

own TikTok account to their child’s. Through your

mobile, you can control your child’s safety settings
remotely - including limiting screen time, managin

their ability to exchange messages (and with whom

and blocking a lot of age-inappropriate content. TikTok’s
Safety Centre also provides resources for parents and
carers to support online safety among families. These

resources can be found on their website.

Meet Our Expert

Parven Kaur is a social media expert and digital media

»*
i W&#;.,/i -

The default setting for all under 16s” accounts to

‘private’. Keeping it that way is the safest solution:

it means only users whog'our child approves can

watch their videos. The ‘Stitch” (which lets users

splice clips from other people's videos into their own)

and ‘Duet’ (where you build on another user's content

by recording your own video alongside their originul?\
features are now only available to over 16s. This might
clash with your child’s ambitions of social media stardom,
but it will fortify their account against predators.

USE RESTRICTED MODE

In the app’s ‘Digital Wellbeing’

section, you can filter out

inappropriate content (specific

content creators or hashtags, for

instance) using ‘Restricted Mode’. This

can then be locked with a PIN. You should
note, though, that the algorithm moderating
content isn’t totally dependable - so it’s wise
to stay aware of what your child is watching.

consultant who is passionate about improving digital literacy for ii
parents and children. She has extensive experience in the social , -

media arena and is the founder of Kids N Clicks: a web resource

that helps parents and children thrive in a digital world.

SOURCES TikTok.com

@ www.nationalonlinesafety.com

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 03.11.2021
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HAZARDOUS VISIBILITY

Connecting with others is simple on TikTok -
including commenting on and reacting to
users’ videos, following their profile and
downloading their content. The majority of
these interactions are harmless, but —
because of its abundance of teen users -
TikTok has experienced problems with
predators contacting young people.

ADDICTINENATURE £,

Like all social media, TikTok is designed to
be addictive. It can be hugely entertaining —
but that also makes it hard to put down. As
well as the punchy nature of the short video
format, the app’s ability to keep users
intrigued about what’s coming next mean
it’s easy for a 5-minute visit to turn into a
45-minute stay.

+
IN-APP SPENDING  * Q,Qo

There’s an in-app option to purchase
‘TikTok coins’, which are then converted
into digital rewards for sending to content
creators that a user likes. Prices range from
99p to an eye-watering £99 bundle. TikTok
is also connected with Shopify, which allows
users to buy products through the app.

LEARN ABOUT REPORTING
AND BLOCKING

With the correct privacy settings applied,
TikTok is a relatively safe space. However, in
case something does slip t rou?h, make sure
our child knows how to reco%n se and report
nappropriate content and %e them to come
to you about anything upsetting that they’ve
ikTok allows users to report anyone
g its guidelines, while you can also
block individual users through their profile.

As entertaining as TikTok is, you can

helpgo ild to manage their time on i

the’ hi?i':ul Wellbeing’ section. Under ‘Screen

Time Management’, you can limit the daily

permitted time on the app (in increments

ranging from 40 minutes to two hours). This

?re ‘erence can also be locked behind a PIN.
hat wu¥, 4our child can get their reql'ulur

dose of TikTok without wasting the whole day.

National

Online

Safety’
#WakeUpWednesday

@nationalonlinesafety
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Help & Advice Services

tional Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
s needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What!Parents & Ca

WHATSAPP

WhatsAppisithe world:simost popular/messaging|service;withfarounditwolbillion[usersiexchanging texts; 2
photos; videos and/documents}asiwelllasimaking|voice andivideolcallstitslend=-to-endencryption/means

messages can only,belviewed|by/the/senderland/any/recipients
privacy policy/inf2021/(involving[sharing/datalwith|parenticompan

S

ersNeed\tolknow about

3
- ‘pe on

otleven\WhatsApp/canjreadjthem:Updatesitolits erFT\'\e

gcebook) caused millionsjtolleave/the app; butthe

new policy,was\widely/misinterpreted/=lit/only/rela

TARE
PRS2

SCAMS

Fraudsters occasionally send WhatsApp
messages pretending to offer prizes —
encouraging the user to click on a link to
win. Other common scams involve
warning someone that their WhatsApp
subscription has run out (aiming to dupe
them into disclosing payment details) or
im,(aersonating a friend or relative and
asking for money to be transferred to
help with an emergency.

DISAPPEARING MESSAGES

Users can set WhutsAp;z messages to
disappear in 24 hours, 7 days or 90 days
by default. Photos and videos can also be
instructed to disappear after the
recipient has viewed them. These files
can't be saved or forwarded - so if your
child was sent an inappropriate
message, it would be difficult to prove
any wrongdoing. However, the receiver
can take a screenshot and save that as
evidence.

ENABLING FAKE NEWS @

WhatsApp has unfortunately been linked
to accelerating the spread of dangerous
rumours. In India in 2018, some outbreaks
of mob violence appear to have been
sparked by false allegations being shared
on the app. WhatsApp itself took steps to
prevent its users circulating hazardous
theories and speculation in the early
weeks of the Covid-19 pandemic.

>

Adv

CléEATE A SAFE PROFILE

Even though someone would need a child’s
phone number to add them as a contact,
it's also worth altering a young person’s
profile settings to restrict who can see their

hoto and status. The options are
everyone’, ‘my contacts’ and ‘nobody’ -
choosing one of the latter two ensures that
your child’s profile is better protected.

LEAVE A GROUP

If your child is in a group chat that is
making them feel uncomfortable, or

A

il

vV

THINK ABOUT LOCATION ¥ DELETE ACCIDENTAL

If your child needs to use the ‘live
location’ function to show you or

Group chat and video calls

are great for connecting with

multiple people in WhutsApF, but
thereis always the potential for
someone’s feelings to be hurt by an
unkind comment or joke. The ‘only
admins’ feature gives the admin(s) of a
group control over who can send
messages. They can, for example, block
people from posting in a chat, which could
make a child feel excluded and upset.

- To starta WhntsApF chat, you

~wa ©Only need the mobile number of
the person you want to message
(the other person also needs to have

the app). WhatsApp can access the
address book on someone’s device and

the app. So if your child has ever given

their phone number to someone they don’t
them via WhatsApp.

share their current whereabouts,

allowing friends to see their movements.
secure way to let people know where you
are.” It is a useful method for a young

- but if they used it in a chat with people
they don’t know, they would be exposing

recognise which of their contacts also use
know, that person could use it to contact (
The ‘live location’ feature lets users

« WhatsApp describes it as a “simple and
person to let loved ones know they're safe
their location to them, too.

ice for Parents & Carers (1,

EXPLAIN ABOUT BLOCKING €% -
\ 2

If your child receives spam or offensive 4
messages, calls or files from a contact, they v
should block them usin%‘settings' in the chat.
Communication from a blocked contact won't
show up on their device and stays undelivered.
Blocking someone does not remove them from

our child’s contact list - so they also need to

e deleted from the address book.

REPORT POTENT/AL SCAMS

Young peogle shouldn‘t engage wit y
message that looks suspicious or too good
to be true. When your child receives a
message from an unknown number for the
first time, they’ll be given the option to
rerort it as spam. If the sender claims to be
a friend or relative, call that r:erson on th

ual number to verify it really is them, o

s someone trying to trick your d.

CHECK THE FACTS

You can now fact-check

& -
(aswesssee
WASDELETED

MESSAGES 4

has been added to a group
that they don’t want to be
part of, they can use
WhatsApp’s group settings
to leave. if someone exits a
group, the admin can add
them back in once; If they
leave a second time, it is
permanent.

EXITGROyp

£ Y

Meet Our Expert

one of their friends where

they are, advise them to

share their location onl

for as long as they need to.
WhatsApp gives a range of

‘live location’ options, and your
child should manually stop sharing
their position as soon as it is no
longer needed.

Parven Kaur is a social media expert and digital media
consultant who is passionate about improving digital literacy.
for parents and children. She has extensive experience in the

social media arena and is the founder of Kids N Cli
resource that helps parents and children thrive in

@ www.nationalonlinesafety.com

icks: aweb
adigital world.

Y @natonlinesafety

If your child posts a message they
want to delete, WhatsApp allows the
user seven minutes to erase a
message. Tap and hold on the
message, choose ‘delete’ and then
‘delete for everyone.” However, it’s
important to remember that
recipients may have seen (and
taken a screenshot of) a message
before it was deleted.

n [NationalonlineSafety

WhatsApp messages that

have been forwarded at

least five times, by
double-tapping the

magnifying glass icon to the
right of the message. From
there, your child can launch a
Google search and decide for b3
themselves whether the 3
message was true or not.

Cm

National
Online
_ Safety
#WakeUpWednesday

@nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 02.03.2022
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Help & Advice Services

At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold

informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many apps that we believe trusted adults should be aware of. Please vi

it www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents & Carers Need to Know about

> YOUTUBE

N

YouTube is a video-sharing social media platform that allows billions of people around the world to watch,
share and upload their own videos with a vast range of content - including sport, entertainment,

education and lots more. It's a superb space for people to consume content that they're

-y .’
INAPPROPRIATE CONTENT

YouTube is free and can be accessed
via numerous devices, even without
creating a YouTube account. Some
content is flagged as ‘age-restricted”
(requiring the user to be logged into an
account with a verified age of 18), but
children can still view some mildly

' inappropriate material. This can include
profanity and violence, which some
young users may find upsetting.

| N T ] ;a;u?!
CONNECT WITH STRANGERS

YouTube is a social media platform
which allows people to interact with
other (usually unknown) users. Account
holders can leave comments on any
video they have access to, as well as
messaging other users directly.
Connecting with strangers online, of
course, can potentially lead to children
being exposed to adult language, to
cyberbullying and even to encountering
online predators.

[ o a S

SUGGESTED CONTENT

YouTube recommends videos related to
what the user has previously watched on &
their account, aiming to provide content
that will interest them. This is intended to
be helpful but can also lead to
bindqe-wutching and the risk of screen
addiction, especially if ‘auto-play’ is
activated. Users without an account are
shown popular videos from the last 24
hours, which might not always be

suitable for children.

APPLY RESTRICTED MODE

Restricted Mode is an optional setting that
prevents YouTube from showing inappropriate
content (such as drug and alcohol abuse, graphic
violence and sexual situations) to underage
viewers. To prevent your child from chancing
across age-inappropriate content on the
platform, we would recommend enabling
Restricted Mode on each device that your

child uses to access YouTube. cENsoRED

.
CHECK OTHER PLATFORMS <35
Influential content creators usually have
other social media accounts which they
encourage their fans to follow. Having an open
discussion about this with your child makes it
easier to find out how else they might be
following a particular creator online. It also
opens up avenues for you to check out that
creator’s other channels to see what type of
content your child is being exposed to.

Meet Our Expert

Clare Godwin (a.k.a. Lunawolf) has worked as an editor. and
journalistin the gaming industry since 2015, providing
websites with event coverage, reviews and gaming guides.
She is the owner of Lunawolf Gaming and is currently working
on various gaming-related projectsincluding game
development and writing non-fiction books.

@ www.nationalonlinesafety.com

Y @natonlinesafety
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\ interested in. As a result, this astronomically popular platform has had a huge social
impact: influencing online culture on a global scale and creating new celebrities.
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TRY GOOGLE FAMILY

Creating a Google Family account allows

you to monitor what your child is watching, ,’
uploading and sharing with other users. It

will also display their recently watched videos,
searches and recommended videos. In general, a
Google Family account gives you an oversight of
how your child is using sites like YouTube an

helps you ensure they are only accessing
appropriate content.

MONITOR ENGAGEMENT

YouTube is the online viewing platform of

choice for billions of people, many of them
children. Younger children will watch

different content to older ones, of course, and
react to content differently. You may want to
keep an eye on how your child interacts with
content on YouTube - and, if applicable, with l}
content creators - to understand the types

of videos they are interested in.

n /NationalonlineSafety
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HWIGH VISIBILITY

Content creators can also be put at

risk — especially young ones who try to
make their online presence as visible

as possible. Creating and uploading
content exposes children to potential
harassment and toxicity from the
comments section, along with the
possibility of direct messaging from
strangers. Videos posted publicly can be

watched by anyone in the world.

' TRENDS AND CHALLENGES (@

!
|

| YouTube is teeming with trends,
challenges and memes that are fun to {
watch and join in with. Children often find 1\
these immensely entertaining and might

want to try them out. Most challenges

tend to be safe, but many others may

harm children thro either watching or
copying. The ﬁainful alt and ice

challenge’, which can cause injuries very
quickly, is just one of many such

examples.

SNEAKY SCAMMERS o

Popular YouTube channels regularly have
scammers posing as a well-known
influencer in the comments section,
attempting to lure users into clicking on
their phishing links. Scammers
impersonate YouTubers by udopting
their names and profile images, an
sometimes offer cash gifts or ‘get rich

@ quick’ schemes. Children may not realise
t! c:’t these users are not who they claim
to be.

CHECK PRIVACY SETTINGS

YouTube gives users the option of uploading
videos as ‘private’ or ‘unlisted’ - so they could
be shared exclusively with family and friends,
for example. Comments on videos can also be
disabled and channels that your child is
subscribed to can be hidden. If your child is only
uploqdin? videos that are protected as ‘private’,
they are far less likely to receive direct
messages from strangers.

o
N
LIMIT SPENDING S

Although YouTube is free, it does offer some
in-a urchases: users can rent and buy TV /.
showpspupnd movies to watch, for exam Ie.ylf _/[(;
you're not comfortable with your chil
purchasing content online, limit their access to
our bank cards and online payment methods.
anydpcrents have discovered to their cost that
a child happily devouring a paid-for series
quickly leads to an unexpected bill!
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